
Secure Software 
Development Lifecycle

The traditional approach of developing 
software does not consider security as a 
prime factor for the development of any 
software. It is considered as one of the 
features of the developed system. Due 
to this the application security and the 
software security is invaded. This paper 
emphasizes on the survey conducted on 
need of security at Software Development 
Lifecycle (SDL). Software developers are 
not security experts. Different tools are 
designed to implement security at different 
phases of development. These tools are 
not standard as the need of security varies 
with different applications. This paper 
also focuses on the survey results of 
characteristics of different tools and their 
utilisation at requirement phase and coding 
phase .There are many SSDLC processes 
such as Microsoft Software Development 
Life cycle (MS SDL )Comprehensive, 
Lightweight Application Security Process 
(CLASP ) with their own advantages and 
disadvantages. Method to implement 
security as the functional requirement using 
UML tool has been proposed in this paper. 

The implementation will be done at the later 
stage.

Introduction
Security is the prime concern of any 
project. Unfortunately in the early days 
software projects were developed with 
requirement as the primary concern. The 
researchers identified the reason of failure 
of excellently coded software developed 
as per the basic requirement as the lack 
of security measures at the early stages 
of development of software. Traditionally 
software project is developed using the 
waterfall lifecycle model which consists of 
the stages such as requirement engineering, 
design, coding, integration and deployment 
and maintenance. Implementing security at 
the requirement engineering phase as well 
as coding phase would always improve the 
integrity of the software.

Security is one of the properties of the 
software. It is not the feature of any software. 
Application security always differs from the 
software security. The user authentication, 

pin verification, intrusion detection 
system, firewalls are the application 
security which is implemented after the 
software is developed and deployed. 
The application security is breached 
intentionally by an intruder violating the 
security measures. Software security is 
always breached due vulnerabilities in 
software development. Weakness or faults 
in a system or protection mechanism that 
expose information to attack or damage 
are known as vulnerabilities. They can 
range from flaw in software package, to an 
unprotected system port, or an unlocked 
door. Vulnerabilities have been examined, 
documented and published are referred 
to as well known vulnerabilities.  As an 
instance the standard port for SMTP is 
port no.8080. If SMTP is designed to work 
on port 8080 all the mails transferred via. 
this mail server can be accessed easily. 
The need of software security is to identify 
the vulnerabilities and develop the flawless 
software. 

A set of security practices in terms of code patterns, architecture, configuration and 
deployment. It will provide an in-depth understanding of the secure implementation of 
tools and technologies to the readers. 
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Different researches in the field of software 
security are based on analysis of security 
at the phases of software development 
lifecycle. In the following subsections, we 
first compare existing secure software 
development lifecycle and then analyze 
various security requirements engineering 
processes, security design processes and 
security implementation processes based 
on a set of activities that should be part of 
such a process.

The rest of the paper is organized as 
follows. Section 2 deals with comparison 
of existing security development lifecycle 
(CLASP and MS SDL). Section 3 deals 
with analysis of security requirements 
engineering processes. Section 4 deals 
with analysis of security at design. Section 
5 deals with analysis of security at coding 
phase. Section 6 deals with quantization 
of the different phases for secure software 
development process. Section 7 gives 
future prospects and section 8 gives the 
conclusion.

CLASP and MS SDL
CLASP and MS SDL [1] are very popular 
processes for developing secure software. 
Microsoft is using SDL internally (e.g., for the 
Vista project) and CLASP was contributed 
to and reviewed by several leading security 
companies of the OWASP consortium. SDL 
and CLASP represent a healthy mix for 
comparison: the former is considered to 
be more heavyweight and rigorous, making 
it more suitable for large organizations. 
CLASP, on the other hand, is lightweight and 
more affordable for small organizations 
with less strict security demands. The basic 
difference between the two is CLASP has an 
extra focus on security metrics, while SDL 
does not. Specific metrics are a valuable 
tool to enforce accountability of security 
issues or to detect the security weaknesses 
in the project. 

Within CLASP, this activity covers the 
identification of the metrics to collect, 
the institution of the data collection and 
reporting strategy and the periodical 
collection and evaluation of the identified 
metrics. CLASP provides a list of global 
security requirements to be used as a 
template for the global policy. During 
inception, the appropriateness of each 
global requirement must be evaluated 
to determine the coverage of the global 
policy for the project at hand. SDL, in 
its turn, emphasizes the importance of 
organizational support for secure software 
development by defining a number of roles 
(or teams) and, more importantly, laying 
out how they should interact. Examples of 
such roles include the development team 

security contact, the security advisor, the 
company-wide security team and the 
security leadership team.

As CLASP emphasizes on development 
of small software projects with defined 
metrics this paper emphasizes on few 
metrics and also different activities to be 
performed at various phases of software 
development are listed after a survey of 
different research papers.

Analysis of Security Requirements 
Engineering Processes
Requirements engineering is the foundation 
of developing quality software. The main 
objective of software security requirements 
is to specify that the confidentiality, integrity, 
and availability of the software should be 
preserved. 

Activities of requirement engineering
A security requirements engineering 
process should have the following activities 
(A1 to A7). This set of activities is based on 
the activities suggested by various security 
requirements engineering processes. These 
processes may be helpful in identifying 
security requirement. The sequence of 
these processes is flexible and they can 
be implemented as per the need of the 
software.
1. Identify and differentiate the functional 

requirements and non functional 
requirements of the software [2].

2. Specify the requirements using UML 
notations for Use Case diagrams 
and hence identify deployment 
environment of the software (including 
interactions with other software) [3, 4].

3. Identification of users of the software 
and hence specify use cases [3,4].

4. Identify assets and security goals [5]
5. Develop artifacts to support security 

requirements definition [5] based on 
following points defined in [8]
• Identify potential attackers of the 

software.
• Identify attacker’s interest in the 

resources/assets of a piece of 
software.

• Identify attacker’s capabilities.
• Specify  misuse scenarios.
• Identify potential threats.
• Identify security goals (derived 

through  
 discussion with the stakeholders).
• Specification of high level security 

requirements such as security 
mechanisms to be incorporated.

• Specification of security policy and 
constraints on the working of the 
software derived by discussing 
with the stakeholders (e.g., access 
control policy).

• Specification of low level 
functional requirements (including 
requirements of security 
mechanisms e.g., password length).

• Definition of exit criteria depending 
on the security state of the 
requirement specifications (the 
security state can be calculated by 
using security index).

6. Divide security requirements into two 
major classes: functional and non-
functional requirements [6].

7. Elicit security requirements [5] based 
on following steps [3]:
• Inspect requirements to identify 

security errors.
• Risk analysis.
• Perform security assessment of the 

requirement specifications (if the 
assessment meets the exit criteria 
then exit).

• Specify low level security 
requirements to remove security 
errors.

• Cost/benefit analysis.
• Categorize and prioritize low level 

security requirements.
• Include selected low level security 

requirements in the requirement 
specifications.

Metrics for Assessing Security Risks at  
Requirement Phase
This category of metrics aims at answering 
the following question[7]:

Q: How is security assessed during the 
requirements phase ?
Knowing this will allow software engineers 
to assess whether security requirements 
have been properly considered during the 
analysis phase. The following metrics make 
this more precise.

1. Total number of security requirement 
[Nsr]:

 This metric measures the number of 
security requirements identified during 
the analysis phase of the application. 
We will use this metric as a baseline for 
defining the remaining metrics.

2. Ratio of security requirements [Rsr]: 
 This metric measures the ratio of the 

number of requirements that have 
direct impact on security to the total 
number of requirements of the system. 
Knowing this will allow software 
engineers to assess the level of security 
supported by the system. A good 
example of a security requirement is 
when an organization requests that 
an authentication mechanism be 
supported and that the identity of the 
users of the system must be verified 
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before usage. More formally, Rsr is 
defined as follows:
• R: A set of all requirements of the 

system
• SR: A set of security requirements 

of the system.
• SR is a subset of R.
• Rsr = |SR| / |R|3) 

3. Number of omitted security 
requirements         [Nosr]: 

 This metric measures the number 
of requirements that should have 
been considered when building 
the application. Identifying the 
missing security requirements can 
be accomplished using different 
techniques. For example, it can 
be achieved by comparing the 
stated security requirements of the 
application to the ones imposed by 
a specific security standard such as 
the Common Criteria for Information 
Technology Security Evaluation 
(ISO/IEC 15408), which is an 
international standard for identifying 
and defining security requirements. 
Another technique for detecting 
missing security requirements is by 
using benchmarking techniques – 
Comparing the actual application to 
the other applications that require 
similar degree of security. Knowing the 
number of security requirements that 
have not been considered will allow 
software engineers to assess the risks 
of possible attacks, and understand 
what would be the impact of these 
attacks on the system.

4. Ratio of the number of omitted security         
requirements [Rosr]: 

 This metric measures the ratio of the 
number of security requirements that 
have not been considered during the 
analysis phase (i.e. Nosr) to the total 
number of security requirements 
identified during the analysis phase 
(Nsr); the higher the ratio, the more 
vulnerable the system. More formally, 
Rosr is defined as follows: Rosr = Nosr 
/ (Nosr + Nsr)

 
• Rosr varies from 0 to 1. If it reaches 

0 then the security of the system 
is well established. The metric 
converges to 1 if a large number of 
security requirements have not been 
considered. This is a good indicator 
of the existence of many weaknesses 
within the system.

Analysis of Security at Design Phase
Activities for secure design
The activities for secure design are given 
less importance in most of the processes. 

This was analyzed in [8] which gives 
examples of processes such as ‘SSAI’ 
which does not propose any specific SSD 
method, ‘McGraw’ only advises performing 
risk analysis, ‘Hadawi’ only outlines a set 
of secure design guidelines to be followed, 
‘Apvrille and Pourzandi’ only recommend 
the use of ‘UMLsec’ and security patterns, 
and so on. ‘S2D-ProM’ does suggest 
multiple SSD activities to be performed to 
develop a secure design, however, each 
of these activities are related to a unique 
strategy. The authors have mentioned 
that only ‘MS SDL’ and ‘CLASP’ provide a 
comprehensive set of SSD methods for the 
design phase. Both of these processes do 
not explicitly propose the use of a specific 
security design language, however, they do 
advise to incorporate security decisions 
in the design. MS SDL recommends 
identifying security critical components so 
that these can receive additional attention.
After survey of papers related to secure 
design few design activities are listed below 
from [9]. Every activity code is initiated with 
DA for easier reference.
• DA1) Choosing a proper programming 

language in regards to program 
type, requirements and expected 
functionality, is an important design 
time decision that can mitigate many 
possible vulnerabilities.

• DA2) Applying principle of least 
privilege and separation of duties 
is as one of important design time 
measures.

• DA3) Secure storing of sensitive data, 
especially those with high levels of 
confidentiality and integrity, using 
proper access controls and encryption 
mechanisms.

• DA4) Secure data transition by 
invoking secure data transfer protocols 
especially for sensitive data

• DA5) Applying complex password 
policies in order to choose proper 
passwords.

• DA6) Validating mobile codes in order 
to detect untrusted codes and prevent 
them into system. Validation also 
includes type and size of uploaded 
files and email attachments.

• DA7) Suitable authentication which 
is, at least, username and password 
combination. This process doesn’t 
transfer authentication data in plain 
text. Mechanisms like lockout (lock 
system for the specified period after 
specified number of unsuccessful 
logins) are also in this category of 
activities.

• DA8) Avoiding logs from external data.
• DA9) Decrease requests in case of 

rise in requests in order to avoid DoS 
or low performance. This can be done 

by filtering unnecessary requests, not 
always an easy job though.

• DA10) Use a proper locking mechanism 
on shared resources, if necessary.

• DA11) Set a specific time to login 
into the system or use the system 
resources. This is done while adding 
a new user or issuing access 
permissions. Inactivity of users for 
a specific period should force the 
system to logout and ask them to re 
login.

• DA12) Using library calls instead of 
relying on external/ system calls.

• DA13) Fail safely by anticipating all 
states or events possible and taking 
a proper action for each using error 
handlers.

• Some activities from [8] are listed 
below:

• DA14) Secure design guidelines and 
principles should be followed while 
developing the initial design.

• DA15) Threat modeling should be 
performed on the initial design 
to identify possible threats to the 
software. It should be noted that the 
results of threat modeling during 
requirements specification and design 
phase would be different due to the 
additional information present in the 
design.

• DA16) Design reviews should be 
performed to identify security errors.

• DA17) The identified threats and errors 
should be used as a basis to specify 
security requirements for the design.

• DA18) Risk analysis should be 
performed to prioritize the security 
requirements and for design. Security 
of design should also be assessed.

Metrics for Assessing Security Risks at 
Design Phase 

This category of metrics aims at answering 
the following question[7]:
Q: How is security assessed during the 
design phase?
The objective of the metrics belonging to 
this category is to assess whether security 
has been properly dealt with during the 
design phase. The following metrics make 
this more precise.

A. Number of design decisions related to 
security        [Ndd]: 

 During the design phase, it is common 
to end up with multiple solutions to the 
same problem. Software engineers 
make many design decisions in order 
to choose among alternative design 
solutions. The proposed metric aims 
at assessing the number of design 
decisions that address the security 
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requirements of the system. This 
metric can help software engineers 
assess the importance given to 
security during the design phase.

 
B. Ratio of design decisions [Rdd]: 
 This metric measures the ratio of the 

number of design decisions related to 
security to the total number of design 
decisions of the entire system. The 
objective is to assess the portion of 
design dedicated to security. Rdd can 
be computed as follows:

 Rdd = Ndd / Nd
 Nd is the number of design decisions 

applicable to the entire system.
 
C. Number of security algorithms [Nsa]: 
 This metric measures the number of 

security  algorithms that are supported 
by the application. Examples of 
security algorithms include algorithms 
found in the area of cryptography, 
authentication techniques, etc.

 
D. Number of design flaws related to 

security           [Nsdf]: 
 Security-related design flaws occur 

when software is planned and specified 
without proper consideration of 
security requirements and principles. 
For instance, clear-text passwords are 
considered as design flaws. Design 
flaws can be detected using design 
inspection techniques (e.g., design 
reviews). Identifying the number of 
design flaws related to security can 
help detect security issues earlier in the 
design process.

 
E. Ratio of design flaws related to security 

[Rdf]: This metric computes the ratio of 
design flaws related to security to the 
total number of design flaws applicable 
to the whole system. More formally, 
Rdf can be computed as follows:

 Rdf = Nsdf / Ndf

 Ndf is defined as the number of design 
flaws applicable to the entire system.

Analysis of Security at Coding Phase
While coding software every coder makes 
some coding mistakes unintentionally, this 
introduces software vulnerabilities. Some 
of the examples of such vulnerabilities can 
be buffer overflow, integer overflow, format 
string vulnerability etc.

Classification of vulnerabilities
Different vulnerabilities should be classified 
based on following points and hence should 
considered while coding the software.

1. Buffer overflow 
2. Integer overflow 
3. Command injection
4. SQL injection 
5. Cross site scripting (XSS) 
6. Format string problem 
7. Illegal Pointer Value 
8. Log forging 
9. Path traversal 
10. String termination error 
11. Unreleased resources
12. Invalid return value 
13. Race conditions: 
14. Improper error handling
15. east privilege violation
16. Insecure temporary files
17. Double free 
18. Uninitialized variable 
19. Use pointer after free 
20. Weak cryptography 
21. Invoking untrusted mobile code 
22. Missing parameter: 
23. Information leak

Activities for secure coding[10]
The following activities should be performed 
to analyze security at coding phase. For 
ease to understand they are numbered as 
CA.
• CA1) Coding Standards: Coding 

standards for security should 

contain safe handling of strings and 
integer results, methods of input 
validation, handling of temporary files, 
authentication of code libraries, proper 
error handling, etc. Constructing such 
a standard is an excellent educational 
practise for developers. 

• CA2) Code Reviews: Code reviews are 
always a best practice for software 
development, but the normal code 
review performed for functional 
verification is different than a code 
review performed for security 
purposes. All code developed by the 
team should be reviewed regularly 
both individually by the development 
manager and as a team.

• CA3) Unit Testing for Security: 
Unit tests are carried out by the 
development team -often the very 
same developer that wrote the 
code in the first place. Practices like 
developers crosschecking each other’s 
code by providing unit tests to other 
developers, and maintaining a unit test 
library, are considered best practices. 
At a minimum, all components which 
enforce security (processing un 
trusted inputs, parsing file formats, 
encrypting network communications, 
authenticating and authorizing users), 
should be diligently unit tested for 
robustness, reliability and security. 

• CA4) Defect Management: Defect 
management is a critical process that 
enables consistent communication 
across development teams.The key 
security goal of defect management is 
to make sure that all identified security 
defects are prioritized, sized and 
assigned to someone to be repaired 
within a specified time frame. 

24. Metrics for Assessing Security Risks 
at Coding  Phase

This category of metrics aim at answering 
the following question:
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Q : How is security assessed during the 
coding phase[7] :

1. Number of implementation errors 
found in the      system [Nerr]:

 This metric measures the number 
of implementation errors of the 
system. It is important to note that 
the vulnerability of the system is often 
related to implementation errors. This 
metric will be used as a baseline metric 
for defining the remaining metrics.

 
2. Number of implementation errors 

related to      security [Nserr]: 
 This metric measures the number of 

implementation errors of the system 
that have a direct impact on security. 
One of the most common security 
related implementation errors is the 
buffer overflow.

 
3. Ratio of implementation errors that 

have an impact on security [Rserr]:
 This metric measures the ratio of the 

number of errors related to security 
to the total number of errors in the 
implementation of the system (i.e. 
Nerr). More formally, Rserr is defined 
as follows:

 Rserr = Nserr / Nerr
 Rserr converging to 1 indicates the 

presences of a significant number 
of implementation errors that would 
compromise the security of the 
system.

 
4. Number of exceptions that have been 

implemented to handle execution 
failures related to security [Nex]: 

 The objective of this metric is to 
measure the number of exceptions 
that have been included in the code to 
handle possible failures of the system 
due to an error in a code segment 
that has an impact on security. Error 
handling mechanisms can be used 
to indicate how the system should 
react in the presence of an error in a 

code segment related to security. The 
absence of such handlers renders the 
system less robust to such errors.

 
5. Number of omitted exceptions for 

handling      execution failures related 
to security [Noex]: 

 This metric computes the number of 
missing exceptions that have been 
omitted by software engineers when 
implementing the system. These 
exceptions can easily be determined 
through testing techniques.

 
6. Ratio of the number of omitted 

exceptions      [Roex]: 
 This metric measures the ratio of 

the number of omitted exceptions 
(i.e. Noex) to the total number of 
exceptions that are related to security. 
More formally:

 Roex = Noex / (Noex + Nex)
 Knowing this will help software 

engineers assess the quality of the 
code in responding to failures of code 
segments that implement security 
algorithms. 

Quantization of SSDLC
The above analysis is summarized in 
table1. This table can be used as an artifact 
for secure software development. Different 
activities of the three basic phases of 
SSDLC and the metrics for the same can 
also be use for quantifying the overall 
development process. The process for 
quantifying is explained by Muhammad 
Umair Ahmed Khan and Mohammad 
Zulkernine in their paper “Quantifying 
Security in Secure Software Development 
Phases”. In this paper the security related 
aspects such as number of errors, number 
of vulnerabilities, risk, relationships 
between errors and vulnerabilities, security 
requirements needed to remove errors, cost 
of  implementing security requirements, 
assets, value of assets, and the damage that 
can be incurred to an asset if a vulnerability 
is exploited are identified and quantified. 

They have used the fore mentioned security 
aspects to calculate a  vulnerability index 
which depends on the number of existing 
and removed vulnerability occurrences. 
Moreover a security index based on risk 
factors and the probable damage that can 
be caused to an asset in the worst case is 
also calculated. 

Conclusion and future Scope
Software security has become a prime 
necessity now days with the increased 
attackers and increased hackers. Many 
methods and tools have been proposed by 
many researchers. Some tools emphasize 
on security at requirement phase some at 
coding or some at design, implementation 
and maintenance also. Some researchers 
have worked upon overall development 
of secure software. Few have worked on 
analysing the errors at each phase while 
others have implemented the tools like UML 
state charts, Secure UML and many such 
tools. There are few SSDLC’s which are 
readily available among which MS SDL and 
CLASP are very popular. Studies related to 
SSDLC indicate that standard methods or 
tools cannot be implemented for different 
types of software development. Hence in 
this paper using different research papers I 
have tried to understand different methods 
to analyze the basic phases of secure 
software development that is requirement, 
design and coding and have also studied 
the quantization of the software. Based on 
this study I have proposed that a secure 
software development cycle should be 
based on the security analysis of each 
phase.

As the future scope of this method I 
would propose that this method should be 
implemented for development of a new 
software. To check the correctness of the 
proposed method it should be implemented 
on reengineered software and hence the 
result should be compared with the security 
in actual software.

SSDLC 
Processes

Activities Metrics Comment

SSDLC  Phases

Security 
Requirement

Perform activities A1 to A7 and  
assign weight to each activity.

Using these values of weights calculate 
Nsr, Rsr, Nosr and Rosr based on the 

formula explained above

Estimating security at requirement phase is the basic step of 
evaluating ssdlc as the other phases are dependent on the 

values obtained at this phase.

Security Design Perform activities from DA1 to 
DA18 and assign weight to each 

activity.

Using these values of weights calculate 
Ndd, Rdd, Nsa, Nsdf and Rdf based on 

the formula explained above.

Security at design phase is normally
 neglected. If the analysis is performed proper at this phase the 

vulnerabilities at coding phase can be avoided.

Security Coding Vulnerabilities should be weight-
ed based on the classification 
explained above. The coding 
activities  from CA1 to CA4 
should also be weighted.

Using these values of weights the Nerr, 
Nserr, Rserr, Nex, Noex and Roex can 
be calculated based on the formula 

explained above.

Evaluating security at coding phase the threats can be 
minimized at the 
maximum extent.
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The cloud storage has become essential 
networking services due to cost- efficient, 
reliable and scalable storage services. A 
data reduction technique is required to min-
imize the storage overhead of cloud server. 
Deduplication is a popular technology to re-
duce storage overhead by eliminating stor-
age of redundant data. Since deduplication 
shares the access to data among multiple 
users, it raises serious security concerns for 
cloud storage services with deduplication. 
In this article, we discuss the threat model 
and security goals for deduplicated cloud 
storage system.

The cloud storage services have remark-
ably upgraded the data management in 
corporate world and personal systems 
since cloud provides cost-efficient, reliable 
and scalable storage services. As a conse-
quence, there is an explosive growth of data 
at cloud data centers (from 3.9 Zettabyte 
(2015) to 9.8 Zettabyte (2018)) reported by 
Cisco Global Cloud Index [1]. It arises a vital 
research question: “How to minimize stor-
age overhead on cloud servers.” A study by 
Microsoft [2] and EMC [3] says about 85% 
of data at storage systems are redundant.

Deduplication is a data reduction technique 
which eliminates storage of redundant 
data. In general, when a user sends data 
or fingerprint of data (e.g. SHA-2 of data), 
storage server checks whether the data 
exists at storage or not. If data exists at 
storage, then the server avoid storing such 
redundant data. In this way, deduplication 
can minimize the storage overhead of cloud 
servers up to 90% to 95% [4].

Steps of the deduplication process are as 
follows:
1. User selects a file to upload on cloud 

storage, 
2. Deduplication process splits the file 

into blocks (if block-level deduplica-
tion),

3. It computes the fingerprint of file/block, 
4. It checks whether this fingerprint is 

present on cloud. If yes, then a copy of 
this file is present on cloud. Otherwise, 
the file does not exist on cloud. 

5. If file is present, then it avoids storing 
this duplicate copy. Otherwise, it stores 
the file/block on cloud.

We can classify deduplication based on 
the following criteria :
• File-level deduplication: In file-level de-

duplication, complete file is considered 
as the unit of deduplication. Fingerprint 
is computed for file and it will be used 
to detect file redundancy.

• Block-level deduplication: Here, file is 
divided into blocks and fingerprints of 
these blocks are used to detect redun-
dant blocks.

• User-side deduplication: When the 
user selects a file to upload on cloud, 
the user program splits the file into 
blocks (if block-level deduplication), 
compute fingerprints and send them to 
cloud server. Then cloud server checks 
whether such fingerprint exists on stor-
age or not. If no, then cloud server asks 
the user to upload the actual content.

• Server-side deduplication: User pro-
gram just forward complete file to 
cloud server. Then cloud server per-
forms deduplication process on re-
ceived file to detect and avoid storage 
of duplicate file/blocks.

• Intra-user deduplication: When the user 
asks to upload a file/block, deduplica-
tion process searches in data of that 
user to detect duplicate copy file/block 
if exists on storage.

• Inter-user deduplication: When the user 
asks to upload a file/block, deduplica-
tion process scans data of all users 
to check whether duplicate copy file/
block exists on storage or not.

In cloud storage paradigm, since data own-

ers lose physical control over his/her data 
after outsourcing, serious security con-
cerns regarding outsourced data are raised. 
Inside adversaries such as cloud server, 
malicious users can try to access the data 
outsourced by genuine users. Outside ad-
versaries also can try to hack the legitimate 
user or cloud server for acquiring malicious 
access to outsourced data. A secure cloud 
storage system which leverages deduplica-
tion should pay attention to the aforemen-
tioned adversaries.

Following are the security goals to be 
achieved for secure cloud storage system 
with deduplication

Confidentiality: 
Users encrypt the content before outsourc-
ing to prevent from adversaries. However, 
traditional encryption mechanisms are in-
compatible with deduplication. If different 
users encrypt the same content using pri-
vate keys which are generally different from 
one another, then ciphertext will not be 
same. Following are the encryption mech-
anisms available which are compatible with 
deduplication.

a. Content-based encryption: The user 
generates an encryption key from con-
tent and encrypts the content with it 
[5, 6]. Hence, all owners of this content 
are able to compute the same key and 

Security of Deduplicated 
Cloud Storage

Figure 1 Deduplication process
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ciphertext. However, content-based en-
cryption faces brute force attack since 
it is a deterministic approach.

b. t An additional key server is equipped 
with cloud storage system [7]. Users 
interact with such key server to acquire 
same key for same content. However, 
the additional server concept seems 
impractical in terms of commercial set-
ting (additional investment) and perfor-
mance (bottleneck problem).

c. Random key based encryption: The 
encryption using encryption key is to 
remedy the issues in content based en-
cryption and server aided encryption. 
This approach can achieve semantic 
security. Next, subsequent uploader 
communicates with previous owners 
and proves her ownership via execut-

ing challenge response process with 
one of the owner. In this way, random 
key based encryption can provide 
strong security against brute force at-
tack without additional key servers.

Proof of ownership:
In user-side deduplication, an adversary 
may learn the fingerprint of content by at-
tacking data owner’s computing system or 
listening communication links and uses it 
for getting access to the content. In other 
words, a user who knows just fingerprint 
(256 bits) can acquire access without 
knowing the entire file/block. Proof of own-
ership (PoW) is a challenge-response pro-
cedure which allows cloud server to verify 
whether a user actually owns entire con-
tent. PoW approaches can be categorized 

into 1) arbitrary bits/blocks based PoW; 2) 
Merkle Hash Tree based PoW. In arbitrary 
bits/blocks based PoW, cloud server asks 
for arbitrary bits/blocks of content. If user 
correctly replies the challenge, then she will 
be allowed to access the content. In Merkle 
Hash Tree based PoW, cloud server gener-
ates Merkle Hash Tree (MHT), i.e., a binary 
tree which consists of leaf nodes as data 
chunks and non-leaf nodes as hash values 
of their child nodes at time of first time up-
load. When user requests to upload content 
which is present on cloud, cloud server asks 
for path/s of MHT. If the user can generate 
correct path, cloud server permits her to ac-
cess the content. Since MHT is generated 
from complete content, this approach con-
firms the user’s ownership of content.

Threat Modeling
G Jyostna

Centre for Development of 
Advanced Computing (C-DAC), 

HyderabadIntroduction
Most of the applications are not designed 
secure by default, which enables the at-
tackers to exploit the vulnerabilities in the 
application. These vulnerabilities if not fixed 
early can be catastrophic. Vulnerability is a 
security flaw which can position the system 
at risk.  A threat can be anything that can 
exploit these vulnerabilities and gain control 
of the system.  

A threat is what we are trying to protect 
against [1]. These threats can be at host, 
application or at network levels. Threat 
modeling is a process by which potential 
threats can be identified, enumerated, and 
prioritized – all from a hypothetical attack-
er’s point of view [2].  Threat modeling helps 
to understand the complete system in the 
attacker’s point of view. It involves answer-
ing WWWH. W: “What are the assets?”, W: 
“Where are the vulnerabilities open to get 

attacked?”, W: “What are the threats?”, and 
H: “How to find attack vector that can go 
unnoticed?”[3].  There is a need for the ap-
plication developers and design engineers 
to include threat modeling exercise early 
during the Software Development Life Cycle 
(SDLC) process. Threat modeling can be ap-
plied to the system during the design phase 
of the SDLC process.

Why threat modelling?
Threat modeling helps to find the securi-
ty flaws at the early stages of application 
development.  This provides enough time 
to fix the flaws. According to Microsoft 
[4], the cost of identifying and designing 
a mitigation method during design phase 
is very less compared to fixing bugs after 
deployment. Threat modelling also helps to 
validate whether design meets the required 
security measures are not and also serves 
as a guide during testing phase.

Threat Modeling Methods
There are various methods available in the 
literature for applying threat modelling to a 
system namely STRIDE, PASTA, LINDDUIN, 
CVSS, Attack trees, Persona non Grata, 
Security Cards, hTMM, Quantitative TMM, 
Trike, VAST Modeling and OCTAVE [5]. This 
article discusses about popular methods 
STRIDE and Attack trees. In these methods, 
visual representations based on the Data 
Flow Diagrams (DFD) and Process Flow 
Diagrams helps to model the application in 
finding threats.

Attack trees:
Attack trees are one of the oldest and fa-
mous threat modeling method. This meth-
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od is used in cyber critical security systems. 
The root of the method is the goal to achieve 
and the children are the ways to achieve this 
goal. Each threat will be represented as a 
separate tree.

For example, theft of authentication cookies 
can happen in two ways. 1. The communi-
cation is not encrypted and eavesdropping 
can reveal the information on this unen-
crypted connection. 2. Attacker possesses 
the means and knowledge of the system 
(cross site scripting) and exploits the XSS 
vulnerability. Here, in this scenario, root is 
a goal to steal authentication cookies. Its 
children are case 1 and case 2, as explained 
above and whose motive is to achieve the 
goal of stealing authentication cookies.

STRIDE
This is a popular threat modeling method 
introduced by Microsoft. STRIDE stands 
for Spoofing, Tampering, Repudiation, In-
formation disclosure, Denial of service and 
Elevation of Privilege. STRIDE analyses the 
threats to the application from hacker’s 
point of view. This is a visual representa-
tion of the application using Data Flow Dia-
grams. This method applies STRIDE per el-
ement for threat modelling. In a nutshell this 
method follows 4 phases: (1) Diagram (2) 
Identify threats (3) Mitigate and (4) validate.

1. Diagram: 
 During this phase, Data Flow Diagrams 

are used to represent the system. This 
includes external actors, process, data 
store, data flows and trust boundaries. 
These diagrams need to be updated 

for changes in the product. These dia-
grams can depict entire component or 
product or system. This can be broken 
down to Level 1 diagrams which are at 
high level but can be for a single fea-
ture and Level 2 diagrams, which are 
low level diagrams with details of the 
features of the sub system.

 
2. Identify Threats: 
 Generally identifying threats is not easy 

and is the job of the security experts. 
STRIDE helps to identify threats even 
if one is not a security expert. Under-
standing STRIDE along with the protec-
tion elements against them, in depth 
can easy this phase. Spoofing is imper-
sonating something or someone else; 
authentication is required. Tampering 
is modifying data or code; Integrity is re-
quired. Repudiation is claiming to have 
not performed an action; Non- repudia-
tion is required.  Information Disclosure 
is exposing information to someone 
not authorized to see it; confidentiality 
is required. Denial of service is making 
the service unavailable / bringing down 
the service; Availability is required. 
Elevation of Privilege is gaining capa-
bilities without proper authorization; 
Authorization is required. Analysing the 
applicability of these threats against 
each of the data elements provides a 
matrix for easy remembrance.
If the data store stores the logs then Re-
pudiation is a threat to be considered. 
Also, consider the trust boundaries.

3. Mitigate: 

 Once the threats are identified, there 
are four choices to address it.
a. Redesign to eliminate – but, this 

can lead to new threats
b. Apply standard mitigations – 

most of the time this is what to be 
applied. For example, if repudia-
tion is to be addressed, include se-
cure logging and auditing or digital 
signatures to the system.

c. Invent new mitigations – this is a 
little risky unless you are a securi-
ty expert

d. Accept the vulnerability in the de-
sign – if this cannot be addressed 
any more.

4. Validate: 
 After mitigation is applied, validate the 

complete process by checking if each 
of the threats are mitigated and are 
they applied rightly.

Conclusion:
If threats are identified at right time during 
the SDLC process, it not only saves bug 
fixing time, but also reduces cost incurred 
for addressing that threat. Applying security 
during the SDLC is to be made a part of the 
process by default.

Element S T R I D E

External Entity Yes Yes

Process Yes Yes Yes Yes Yes Yes

Data Store Yes May be Yes Yes

Data flow Yes Yes Yes
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sites
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•	 Use	security	features	provided	by	all	websites
	
•	 Do	business	only	with	trusted	companies/websites

Protect your personal data
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Pwning Cash Machines 
for cutlet
ATM Anatomy
Attacks against Cash Machines have be-
come an increasing concern, globally and 
according to media headlines it’s a golden 
age for bank cyber-attacks. The first reports 
of ATM malware attacks date back to 2009, 
with the discovery of Skimmer, a Trojan able 
to steal funds and bank card data. Lately, 
logic attacks have become increasingly 
popular among cybercriminals. Interpol is-
sued an alerts that criminals may soon use 
malware against ATMs around the world, a 
new report from the European ATM Security 
Team says many ATM malware incidents 
have been reported. Major ATM vendors 
Diebold Nixdorf and NCR, issued critical 
advisories about the threat of attacks on 
ATMs.

An ATM consists of two main components 
cabinet and safe.
• The cabinet contains the ATM comput-

er, which is connected to all the other 
components like network equipment, 
card reader, PIN Pad Keyboard, and 
cash dispenser (the dispenser is in 
the safe, but the connector is not). The 
computer usually runs on Windows 
embedded version that is special de-
signed specifically for ATM use and 
user-facing applications run in kiosk 
mode. These interface that we see dur-
ing normal ATM use provide all neces-
sary functionality to the user. The cabi-
net is secured by a trivial lock on plastic 
door which is practically not secure.

• The safe is more full-bodied being 
made of steel and concrete, and con-
tains only the cash dispenser and cash 
acceptance module.

User-facing application communicate with 
ATM peripherals : 
• Get card information from the card 

reader 
• Obtain user input from the keyboard, 

and 
• Send commands to the cash dispenser. 

Communication is based on extensions for 
financial services (XFS) standard it provides 
a client-server architecture for financial ap-
plications on the Microsoft Windows plat-
form. With XFS, a hardware manager makes 
an API available to all Windows applications 
and forwards requests to devices by trans-

lating API functions to SPI functions. Every 
ATM vendor implements XFS in their own 
way. Software or Hardware VPN clients 
are used to secure the connection while 
processing a transaction with banks pro-
cessing center for dispensing cash at ATM. 
Banks Internal Network are connected to 
ATMs for remote administration and soft-
ware updates via NDC or DDC protocols.

ATM Vulnerability Scenarios
Four scenarios related to possible risks 
for ATM ‘Cutlet’ (котлета - a Russian slang 
term means ‘a bundle of money’) attacks 
are as follows: 
• Inadequate peripheral security
 Attacker with access to the ATM net-

work can target available network ser-
vices, intercept and spoof traffic, and 

attack network equipment. Criminals 
can even spoof responses from the 
process center or obtain control of the 
machine. 

• Inadequate network security
 Attacker can infect the ATM with mal-

ware can access these devices or di-
rectly connect their own equipment to 
the dispenser or card reader. The crimi-
nal will then steal cash or intercept crit-
ical card information.

• Insecure configuration of systems or 
devices

 Attacker can abuse access to the cab-
inet of the ATM: lack of hard drive en-
cryption, authentication errors, poor 
protection against exiting kiosk mode, 
and the ability to connect arbitrary de-
vices.

• Insecure configuration of Application 
 Attacker can exploit vulnerabilities in 

Application code or result from improp-
er configuration.

Recent ATM attack patterns
Attackers quickly adapt to new techniques 
and constantly monitor newly published 
vulnerabilities and manage to exploit them 
much faster than bank security services 
are able to install updates. On darkweb fo-
rums, anyone can freely purchase software 
to conduct an attack. Some of the most ac-
tive cyber gangs in the past three years are 
Cobalt (likely related to Buhtrap), Carbanak, 
Lazarus, and Lurk. 

ATM Jackpotting
A simple search on a malware portal turns 
up Cutlet Maker – the core malware pack-
age that instructs certain ATMs to spit out 
their money. Cutlet Malware interacts with 
the ATM’s software and hardware, encoun-

 ATM 
Ccomponent

Possible Attacks Scenatios

ATM 
Computer

Boot Sequence Modification 
Mount USB Device  
Mount Hard Drives

Card  Reader Decoded Data 
Interception from card

Cash Dispenser Manipulated the inputs

Network Equip-
ment

Interception of network traffic 
Attack on network services Attack 

on network devices Spoofing of 
software update server Spoofing 

of processing  server
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tering almost no security obstacles at all. 
Attacker simply take out the ATM’s hard 
drive, replacing it with a drive that contains 
the operating system for the ATM along 
with the malware. The attacker can disable 
the antivirus on the ATM’s hard drive and in-
stall the malware on it before swapping it in 
the machine.

Exploitation of Vulnerabilities in available 
network services
An attacker can exploit vulnerabilities in 
available network services and thereby ex-
ecute arbitrary commands. Vulnerabilities 
needed for this attack vector are caused by 
poor firewall protection, use of vulnerable or 
out-of-date software versions (for ex, vul-
nerabilities CVE-2017-8464 and CVE-2018-
1038 enable remotely running arbitrary 
code and subsequently escalating privileg-
es), and improper configuration of security 
tools (application whitelists tend to be ex-
cessively generous, as detailed later in this 
report).Consequences include disabling se-
curity mechanisms and controlling output 
of banknotes from the dispenser

Exit from Kiosk mode
ATM application runs in kiosk mode and 
user cannot run other programs or access 

OS functions in any way. By escaping kiosk 
mode, an attacker could bypass these re-
strictions and run commands in the ATM 
OS.

Attack Pattern:
• Devices like Raspberry Pi, BeagleBone 

can be used by attacker to emulate 
user keyboard input and connects it to 
the USB or PS/2 interface of an ATM. 
The next stage of the attack can be ful-
ly automated or involve accessing to 
the device remotely.

• Successively the attacker obtains ac-
cess to the OS. Escaping kiosk mode 
was possible in every case with the 
help of hotkeys. Restrictions on input 
were either absent or inadequate to 
thwart this.

• The concluding stage is to bypass Ap-
plication Control (intended to prevent 
execution of unwanted code) and gain 
the ability to send commands to the 
cash dispenser.

Conclusion
Today, banks have built effective barriers for 
protection against external attacks, but they 
have not done nearly as much work to fight 
the threats on their ATMs.

Some things to consider:
• Researchers said never re-enter your 

PIN number if it isn’t taken the first time 
when you’re paying via a point-of-sale 
device. People typically assume they 
entered their PIN wrong when it asks a 
second time, there are chances that a 
pin pad have been compromised.”

• Place network equipment inside the 
ATM.

• Enforce a Practice of software or hard-
ware VPN client usage located inside 
the ATM.

• Use strong encryption for data between 
the ATM and all the other components.

• Embrace a Message Authentication 
Code in all transaction requests and 
responses.

• Secure or disable unused network pro-
tocols.

• Configure the firewall to allow remote 
access only to services required for 
ATM operation and exclude all network 
interfaces which are not needed.

• Enforce a strong password policy for 
all the components of ATM.

• Regularly install operating system and 
application updates.

• Log and monitor security events.

HSTS => added security 
=> challenge to security 
auditors

Saumya Yajurvedi
Project Engineer

Centre for Development 
of Advanced Computing 

(C-DAC), Hyderabad

Websites and apps are increasingly under 
attack, so effective web application security 
must be a top priority. To protect web appli-
cation from various attacks, developers are 
suggested to implement different security 
headers. HSTS is one among the Secure 
Headers.

HSTS, a web security mechanism, is an 
acronym for HTTP Strict Transport Securi-
ty. This mechanism, if implemented, forc-
es browsers to establish connections via 
HTTPS, taking insecure HTTP out of the 
equation. This mechanism was developed 
to counter the SSL Strip attacks that could 
downgrade the connection from secure 
HTTPS to insecure HTTP. 

But this security has added a challenge for 
security analyst while testing the web appli-

cation. Security Analyst used various proxy 
tools like BurpSuite, Charles Proxy etc, to 
intercept the request and response of the 
page. Through this interception, they ana-
lyse the request and response of web ap-
plication before the client and server com-
municate with each other. Implementation 
of HSTS header causes pesky errors when 
one try to intercept the HSTS enabled appli-
cation request at proxy. This error will leave 
you in a lurch. 

User might have faced the NET::ERR_
CERT_AUTHORITY_INVALID or SEC_ER-
ROR_ UNKNOWN _ISSUER error as shown 
in the screenshot.

To overcome this error,we need to disa-
ble HSTS settings that are present in your 
browsers. Follow the following instructions



INFOSEC DEPOT - 2019CYBER BUNKER

Toll Free No. 1800 425 623574

Clear HSTS Settings in Chrome
1. Open Google Chrome
2. Search for chrome://net-inter-

nals/#hsts in the address bar
3. In the Query HSTS/PKP domain field, 

type in the domain name (example.
com) for which you want to delete 
the HSTS settings. This should return 
some values.

4. Now scroll down the page and enter 
the same domain name in the Delete 
domain security policies and press the 
delete button.

Now you have successfully cleared HSTS 
settings in Chrome.

Clear HSTS Settings in Firefox
1. First, you need to close all open win-

dows
2. Open the browsing history by pressing 

Ctrl + Shift + H (Cmd + Shift + H on 
Mac)

3. Go to the site for which you want to 
clear HSTS settings

4. Now right-click on that site and then 
click on Forget About This Site. Keep 

in mind that this will clear all data of the 
site present in Firefox.

Now you have successfully cleared HSTS 
settings in Firefox.

Implementation of above settings will help 
security analyst to overcome the error due 
to HSTS header, and start intercepting the 
traffic to analyze the request and response.

Pattern analysis of Darknet 
traffic flow
The layers of the Internet go far beyond 
the surface content that many can be eas-
ily accessed and other cannot be which is 
termed as DeepWeb, which has not been 
indexed by traditional search engines such 
as google, yahoo or bing. The contents of 
the darkweb are intentionally concealed and 
may be used for legitimate purposes as well 
as criminal or malicious activities. 

Individuals can access the dark web by us-
ing special software such as TOR(The On-
ion Router)in which the sender and receiver 
are anonymous . Tor protects its users by 
disguising the IP addresses of senders and 
receivers thus providing additional security 
for the transactions. Due to the high ano-
nymity, darknet is being used for illegitimate 
activities. Hence, based on the literature 
survey, there is an emerging need of finding 
the patterns in the dark web which would be 
helpful for the forensics and police officials.

Keywords : Darknet, TOR, Deepweb.

Internet can be broadly divided into Clear 
Web/ Surface Web and Deep Web. The 
Clear Web or Surface Web mainly consists 
of Web content or web pages which can 
be accessed using the traditional search 
engines like google and yahoo or any oth-
er standard browser with a hassel free ac-
cess[1]. The content in the deepweb cannot 
be accessed by the search engines such as 
google etc. DeepWeb essentially consists 
of the databases and the credentials of cor-
porate firms which are intentionally hidden 
due to many security reasons.

Embedded within the deepweb is the Dark-
net or Darkweb which consists of profes-
sional hackers who intentionally break the 
networks and create havoc, commit ex-
tortion, Paedophiles, arms, drugs, Human 
trafficking etc. The darknet lacks ethics 
and trade is anonymous, unknown buyers 
and sellers transact with each other with 
the help of Bitcoin or other Crypto currency 
which provide high security to the transac-
tion [2].

Individuals can access the dark web by 
using the special software such as TOR 
which can be called as “The Onion Router” 
in which the sender and receiver are kept 
anonymous. TOR is an open source soft-
ware that assured the anonymity by cam-
ouflaging the actual IP address of sender 
and receiver TOR disguises the actual IP 
and makes the transaction complete there 
by providing high anonymity for the people 
involved in the transaction. Hence due to 
many reasons, the Darkweb is getting hard-
er to crack. The layers of the Onion router 
indicate the security it is providing and TOR 
is adding additional layers to make it more 
sophisticated to crack the network. The se-
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curity of the TOR is being increased to a lev-
el where the darknet sites cannot be directly 
seen and can be accessed only by invitation 
[3]. Due to these additional security reasons 
the people who are using darknet are ex-
ponentially increased and posing a serious 
threat to the forensic officials.

The main advantage of the Darknet is the 
increased security and privacy of the trans-
actions. Due to the increased security and 
anonymity of the transactions, the dark 
net is being used for illegitimate and ille-
gal purposes[4]. The increased anonymity 
of the user is leading to more transactions 
in the secret market places which include 
drugs, arms etc which effects the economic 
growth of the country and hence it has to 
be kept in check by the digital and forensic 
officials. Despite of the increased security, 
tracing out the sender and receiver is a te-
dious task, hence there is a need for tracing 
the patterns for the traffic flow in the secret 
market places which can be useful for the 
digital and cyber forensic officials[5].

This article presents a pathway to design 
a framework which provides a sustainable 
mechanism for analysis and research on 
dark web secret marketplace transactions. 
This may include the following:
• Analysis of how the TOR layers influ-

ence the darknet traffic flow:
• Analysis of traffic flow based on in-

creased number of layers.
• Reduce processing complexity and 

simplify data analysis.

Hence, in this regard we here by propose a 
framework to analyse and research on un-
solicited information and it is designed in 
two phases, and they are:

Phase 1 :
The phase 1 consists of installing the TOR 
browser and connecting to the darknet web-
sites. Then the scripts are written in high 
level language like python and scripts are 
written and webcrawlers are made to run on 
different darkweb sites and information is 
gathered. The information is gathered from 

the dark sites and fed to the databases and 
databases are populated for the further pro-
cessing of data.

From the figure below the internet is con-
nected to the router and the router is con-
nected to the Darknet router. The dashed ar-
row consists of the darknet traffic flow and. 
The darknet router is installed with TOR and 
is used to access the darkweb sites. The 
scripts are run on different darknet sites and 
the data is fed to the databases. The data-
bases which are populated with the data is 
processes for the analysis in Phase 2.

Phase 2:
This phase consists of the analysis of the 
data which is gathered from the darknet 
sites. Given below steps shows the pro-
cedure of the proposed in-depth analysis 
method of how the data is collected and an-
alysed in the dark net traffic. The procedure 
is composed of six main steps: collection, 
extraction, analysis, classification, identifi-
cation and tracking. The each phase of the 
procedure is as follows:
1. Collection: 
 During the first step, the data is collect-

ed from running the scripts on the dark 
websites and the data regarding the 
traffic is retrieved. 

2. Extraction: 
 The data which is collected from run-

ning the scripts is extracted and popu-
lated in the data bases. 

3. Analysis:
 In this step the data which is populat-

ed in the data bases is fed to the traffic 
analysing tools to find the patterns in 
the traffic flow. 

4. Classification: 
 In this step the data patterns which are 

collected from the Maltego analyser 
tools is analysed based on the traffic 
flow of the data. 

5. Identification : 
 Here, based on the patterns of the data 

collected after the processing of data, 
the traffic flow is calculated based on 
the patterns identified from the previ-
ous step. 

6. Tracing :  
 The final step comprises of the finding 

the patterns of maximum traffic flow 
thus giving data to the forensic officials 
which may be considered for further 
processing.

The aim of this research was to empirically 
demonstrate the efficacy of the aforemen-
tioned steps of the analytical framework 
given in the above figure, with the goal of 
making the patterns of the data complexi-
ty in the dark net traffic flow to reduce and 
simplify the data analysis which can be 
used for identifying the dark net traffic do-
mains.

Figure 1: Traffic flow in Darknet Sites
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Juice	jacking	is	one	kind	of	cyber	attack	wherein	data	can	be	
copied	from	a	smart	phone,	tablet	or	other	computer	device	
using	a	charging	port	that	can	be	used	for	data	connection	as	
well	as	charging	,	typically	over	USB

What is Juice Jacking ?
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Along with ethical use of technology in the 
classroom, information security plays vital 
role to achieve academic success for the 
students.  Because it ensures that the tech-
nology used here stays operationally prob-
lem free in addition to keeping students 
safe from internet predators. Ethical rules 
for internet’s use in class room situation en-
sures proper use of the related technology 
which never violates laws of central or pro-
vincial governments. 

Almost all class rooms in schools bear 
smart classes. They propagate for free ac-
cess to internet. Hence there are various 
reasons why the internet security is vital to 
them. It is required to maintain an entirely 
efficient operational system free from prob-
lems like hard drive damage due to viruses 
or slow functioning computer programs 
etc. Many a times, students innocently 
download such harmful computer virus on 
to the classroom computer systems. Some 
of the viruses appear in simple forms that 
copy themselves to every file on the hard 
drive. And students keep on using an in-
fected program. Moreover there are email 
viruses which can access to the email ad-
dress books and begin to accumulate email 
unwanted and un-ethical information to 
everyone’s system.   The most harmful virus 
ever known is as Trojan horse. It is able to 
erase files and programs from the hard disc 
completely. Besides there are worms which 
copy themselves to many networks and can 
cause slowing down the speed of system. 
Therefore a robust information security 
program or trusted antivirus program like 
Norton AntiVirus is required for the smooth 
functioning in classrooms.    

As the up gradation of technology contin-
ues to evolve in order to increase storage of 

personal information on mediums like data-
bases and networks. This brings about new 
risks and security threats in class rooms 
digital storage. The students feel that the 
information security has to be given priority 
to protect their network infrastructure. This 
can be achieved by raising security aware-
ness and training programs among them-
selves. Once the proper training workshop 
happens it would reveal the weaknesses 
and methods to enhance the effectiveness 
of the programs. Besides it will reduce the 
unauthorized disclosure of information.  
The information security awareness pro-
gram which is designed to educate teach-
ers and students will decrease risks associ-
ated with data.

Most of the schools have local area network 
(LAN) in terms of School Management Sys-
tems, Teaching and learning Network or 
Multimedia Learning Center. In order to 
establish a better academic environment, 
they have got internet access services in 
premises. Some schools have hosted their 
school web pages and let teachers-stu-
dents have interactive communication and 
collaboration. Hence functioning of schools 
will be adversely affected when their infor-
mation technology facilities are hampered 
due to security problems or data cannot be 
accessed.    

In schools, there may be many causes of 
threats to computer systems. These caus-
es may be natural or human by nature. 
Natural threats include fire and floods (dis-
asters) and environmental threats such as 
high temperature and humidity etc. Human 
threats include intentional hacking (unau-
thorized access to network), spoofing (im-
personating any user to access network 
resource), willful destruction and theft. Un-

fortunately, if any of these threats occurs, 
it may cause great losses to school prop-
erties.  Now more and more IT facilities are 
annexed to the school networks including 
homework of students, teaching materi-
als, data files etc which are stored in the 
systems. With a view to protect all these 
against the threats, it is imperative to raise 
the awareness of information security.

In order to cope up with the objective and 
requirements of the information security in 
the schools or in organizations, some meas-
ures on various security controls are to be 
taken sincerely. It includes physical security, 
access control, data security, security Audit 
etc.  Physical security may refer to IT equip-
ment in the school such as servers, backup 
tapes, original software package, backup 
tapes etc. these should be under safe cus-
tody. Access control provides safety from 
unauthorized access to systems. Data se-
curity measures prevent network sources 
from destructive viruses, hard disk subsys-
tem failure, power failure, software failure, 
natural disasters etc.  Communication and 
network security measures help to connect 
the different systems, LANs, Learning and 
Teaching network etc. It may bring about 
remote and internet access to prevent in-
trudes. Security Audit focuses on periodic 
monitoring and review of school systems 
and other networks with giving early alarm 
for information security incidents. 

User education is also a significant factor 
for successful implementation of informa-
tion security in schools. Because all precau-
tions can be ineffective if awareness in user 
is not aroused. With the help of effective 
security training programs, users may be 
prepared before hand to avoid problems in 
coming days. 

Information Security 
and classroom

Swarn Lata Sharma
Department of Mathematics 

School of Indian Embassy 
Moscow (Russia)
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At present Internet users in India are near to 500 million with an estimate of 143 million 
female internet users overall, which is more than 30% of total Internet users in India. 
Various government initiatives have led to increased Internet penetration and use of 
digital services across the country. This also paved way for rise in cyber crimes with 
women being a major target for cyber criminals. Even though cyber crimes in general are 
considered to be gender neutral the problems and issues faced by women are different 
and more damaging and creates intense agony. Considering the sensitivity behind the 
issues faced by women in India, Information Security Education & Awareness has taken 
many initiatives exclusively for women in India. These initiatives have helped women to 
follow safety measures while using the cyber space and derive benefits by safe use of 
cyber space.

Let’s have a look at the different initiatives taken under the purview of ISEA programme to empower women in India.

Designed and developed a Handbook specific for women (Information Security Awareness for Women) covering 
various challenges in the area of information security and guidelines to follow while using the cyber space enabling them 
to take care of themselves and to be safe in this digital world. 

A Dedicated multilingual website for women is developed which covers the various topics the area of information 
security. Currently the website content is available in nine regional languages of India which will help to connect with 
underserved women from Tier 2 / Tier 3 cities. 

In view of delivering awareness in direct mode on information security, ISEA has conducted Awareness workshops 
exclusively for women across the country. 

Released and distributed cyber awareness posters/brochures to create awareness among the women on cyber safety 
and security.

Circulated Many Concept based videos for better understanding through the social media platforms 

Support/Call Centre for Information Security Awareness is created for providing telephonic support with National Toll-
Free Number & All India Radio program. Majority of the calls received were from women who were victim of cyber 
frauds seeking help to overcome the situation.

Supported in promoting Cyber Girl handbook by Karnatak police.

Microsoft & Data Security Council of India (DSCI) in association with ISEA of has Initiated a Project Cyber Shikshaa for 
skilling women engineering graduates in the niche field of Cyber Security aiming bridge the gap between the demand 
and supply of talented professionals as well as enhances the number of women working in the field of Cyber Security.
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